MIRAKILABS - OPC CONNECT X

User Manual

Full reference for configuration, bridges, historian, and security

Document version 1.8.0

OPC Connect X is a Windows connector that moves industrial data between OPC servers, records it, and
forwards it to IT systems. This manual is the complete reference: every screen, every bridge type, and the
settings behind them. If you only need to get running, read the Quick Start Guide first — this document
assumes the app is installed and licensed.
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1. Concepts

Six ideas explain the whole product. Everything in the interface is one of these.

Endpoint — a saved OPC server: an OPC UA endpoint URL with its security and credentials, or an OPC DA
server identified by ProgID on a host. Endpoints are registered once and reused by every collector and bridge.

Collector — a session that reads tags from one endpoint continuously (UA subscriptions, DA group polling)
and archives the values. Collectors are the source of everything the Historian and Trends show.

Internal bridge — tag routing within one server: value on tag A is written to tag B on the same endpoint.
Used for intercom and mirroring inside a single PLC or DA server.

External bridge — transfer out of a server: to a different OPC server, or to an MQTT broker or REST
endpoint. This is the classic north-bound path.

Historian — the local time-series store. Collected and bridged values land here; you query, downsample, chart
and export from it.

Security (ACL) — allow/deny rules at tag level, enforced by the backend engine rather than by hiding buttons
in the UI.

What you are allowed to start depends on your license; see the License Guide.
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2. Getting oriented

2.1 Layout

The window is a single application with a left sidebar. The sidebar is grouped by protocol — OPC UA and OPC
DA each have their own configuration, collector, bridge and analytics screens — plus shared sections for
Historian, Trends, Diagnostics, Security and Settings. The installed version is shown in the sidebar.

Screens your license does not cover remain visible so you can see what the product offers; the actions inside
them are refused with an explanation.

2.2 Dashboard

OPC Connect X Overview
CONNECTOR - MIRAKI LABS
98 pashboard & Topology

» Overview
_ ® Healthy 2 bridges -3 collectors running © InfluxDB  connected

5]
& Configuration
COLLECTORS A BRIDGES E WRITES/S ~ WRITTEN © FAILED ® QUEUVED
& Data Collector 3 2 3 2 725 o o
I+ Analytics unning running last 105 avg fetime jfetime outbox
& Internal Bridge
Throughput tes / second - ast 605
00 External Bridge
& Settings
4 Collectors 3 7% Bridges
filling-process-values p 204684f-16f-4717-a30a-ae7a69b9 458e -
tags - 558 pts © running 3 mappings - 549 writte © running
??ffagng:ffunlers © runring da,nr‘sasis-:rs?t-i?e-scon-asuusa5143a7 © ranming
utilities-boiler-house 7
N © running
2tags- 9apts
Live Activity
Custom license
12:36:25 Yy S
ve2e - OPC Connect X >_  License loade 2 A

Live overview — every running collector and bridge with real throughput counters.

The Dashboard is the operational summary: which collectors and bridges are running, how many points each is
moving, connection state per endpoint, and recent errors. Counters are live, straight from the engine — not a
periodic snapshot.

Use it as the first stop after a restart: anything that failed to resume shows here with its reason.

2.3 Topology
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OPC Connect X

CONNECTOR - MIRAKI LABS

» Overview

& Configuration

Data Collector

0

[~ Analytics
& Internal Bridge
00 External Bridge

& Settings

Custom license

ve2e - OPC ConnectX

Overview

98 pashboard & Topology

System Topology
Live map of OPC UA & OPC DA endpoints, collectors, and bridges. Refreshes every 5 seconds.

o UAENDPOINTS s . ;’ouscms
OPCUA

o test

= opc.tcp://b2fool:53530/0PCUA/SimulationServer

OPCDA

Plant Floor PLC

localhost - Matrikon.OPC.Simulation.l

i

> A Filling— Process Values - 6 tags -1000ms  © running
> 4 Packaging—Counters - 3 tags-1000ms = @ running

> A Utilities — Boiler House - 2tags- 2000ms = © running

= Plant Historian Gateway
localhost - Prosys.OPC.Simulation

>_ @ License load

System topology — servers, collectors and bridges as a live wired graph.

BRIDGES

]

QUEUED
oS 0

4endpoint - 0 sessions

2endpoints - 3 sessions

Topology draws the same information as a graph: servers as nodes, collectors and bridges as the wires
between them. On a site with several DA servers and a couple of bridges this is the fastest way to confirm the
data path is what you intended — and to spot the mapping someone added last month that still points at a
decommissioned server.

2.4 Tray and window behaviour

Closing the window does not stop the engine. The application keeps running in the notification area so bridges
continue; use the tray menu to restore the window or exit properly. For a machine that must run without
anybody logged in, use service mode (chapter 10) instead.
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3. Connecting to OPC UA servers

3.1 Registering an endpoint

OPC UA - Configuration — Endpoints holds the registry of UA servers.

To add one:

1 Enter the endpoint URL, for example opc. t cp: // 192. 168. 1. 50: 4840, and a friendly name.

2 Choose the security policy and mode — the pair the server actually offers. None/None is fine on a closed
test bench; production usually wants Basi c256Sha256 with Si gn or Si gnAndEncr ypt .

3 Choose authentication: anonymous, username and password, or a client certificate.

4 Save, then Test Connection.

Credentials are stored encrypted in the configuration file, not in plain text.

3.2 Discovery

OPC UA - Configuration - Discovery queries a host for the endpoints it publishes, with their security
policies and modes, so you can register the right one rather than guessing. Point it at a host or a discovery
server URL and select from the result.

3.3 Certificates and trust
Secure connections need a mutual trust step, and it is the single most common reason a first connection fails.

The app has its own client certificate; the Certificates screen shows it, its expiry, and lets you regenerate it.
The app also raises an event as expiry approaches.

On the first Si gn or Si gnAndEncr ypt connection, most servers reject the client and park its certificate in a
rejected/quarantine folder. An operator must move it to the trusted list on the server, after which the
connection succeeds.

If the server's own certificate is not yet trusted here, accept it when prompted.

A connection that fails with a security-check error almost always means one of those two trust steps is still
pending — not a wrong password.

3.4 Tag mapping and browsing

OPC UA - Configuration —» Tag Mapping is where source node IDs are paired with their destinations for
bridging. Browsing is done from the address space tree of the registered endpoint; very large address spaces
are rendered in capped, scrollable pages so the interface stays responsive on servers with tens of thousands

of nodes.
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4. Connecting to OPC DA (Classic) servers

OPC DA predates OPC UA and runs on COM/DCOM. Most DA servers and their proxy/stub DLLs are 32-bit,
so OPC Connect X talks to them through opcda- bri dge. exe, a small 32-bit helper process that must sit in the
same folder as the main executable. Everything below fails, with a clear message, if that file is missing.

4.1 Endpoint registry

OPC Connect X Configuration

CONNECTOR - MIRAKI LABS
PROTOCOL OPC UA OPCDA

8 DA Endpoints @& DA Discovery

2 endpoints registered —reused from Tag Mapping, Derived Tags, Collector and Intercom dialogs

» Overview

& Data Collector

| Analytics
Plant Floor PLC

= ot « N No Auth Q Discover BTest 7 W
) calhost / Matzikon.OPC.Simulation.1
@ Internal Bridgs ocalhost / Matrikon mulation
00 External Bridge
Plant Historian Gatewa ) -
s Y NoAuth | QDiscover | § Test /2 1
. ) localhost / Prosys.OPC.Simulation
& Settings
Custom license
Ve2e - OPC ConnectX > e License loaded o

OPC DA endpoint registry — every classic server the plant talks to, in one place.

OPC DA - Configuration - Endpoints lists every Classic server the installation talks to: friendly name, host,
ProgID, and current reachability. Register a server here once; collectors and bridges then refer to it by name.

4.2 Discovery

OPC Connect X Configuration

CONNECTOR - MIRAKI LABS
PROTOCOL OPC UA OPCDA

S DA Endpoints @& DA Discovery

® . .
OPC DA Discovery

Pick the plant network adapter, scan its subnet by IP for OPC DA hosts, then list each host's servers with OPCEnum. Scanning by 1P keeps working when another network (e.g. internet) is connected.

2 Overview

& Data Collector

[~ Analytics 4% Plant network adapter

© Internal Bridge Wi-Fi - 192.168.117 (192.168.1.X) v Q scan subnet

Sweeps 192.168.1,1-.254 for RPC port 135. An open port marks a Windows host — click it to list its OPC DA servers, Choice is saved,

0 External Bridge

&b Settings Host (direct)
localhost —

Remote hosts require DCOM/OPCEnum access. On Windows firewall, allow port 135 + dynamic RPC range.

& 4servers on localhost

B opc.Expert.Simulation.Server B Test
E  Prosys.0PC.Simulation G Test
5 Prosys.OPC.Service O Test
& matrikon.OPC.Simulation.1 B Test
Custom license
Ve2e - OPC ConnectX > ® License Loaded &3 ~

Discovery — enumerates the OPC DA servers registered on a host over DCOM.
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Discover asks a host — | ocal host or a remote machine — which OPC DA servers are registered on it, and
returns their ProgIDs. On a remote host this goes over DCOM, so the usual DCOM prerequisites apply: the
account must be accepted by the remote machine, and the firewall must allow RPC.

For remote servers the connection resolves the server's CLSID on the remote machine rather than relying on
this machine's registry, so a server that is not registered locally still connects.

4.3 When DA will not connect

Classic OPC failures are nearly always environment, not configuration. Use the Diagnostics screen (chapter
11) — it walks the connection step by step and names the stage that failed. The most common causes:

Symptom Cause

No servers listed on a remote host DCOM permissions or firewall on that host

Access denied The account running OPC Connect X (or the service account) is not accepted
by the server machine

Interface-not-supported errors Wrong-bitness OPC proxy/stub DLLs registered on the server machine

Server appears then drops DCOM auto-relaunch of a server that crashed; check the server's own logs
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5. Collecting data

5.1 Collector sessions

OPC Connect X Data Collector

CONNECTOR - MIRAKI LABS

PROTOCOL OPC UA OPCDA

 Overview © DAclient L Alarms & Events

& Configuration
OPC DA Client

& Data Collector Connect to OPC DA servers, collect raw tag data, and export to CSV or Excel.

[~ Analytics © Windows COM required

C

OPCDAuses the opcda-bridge.exe sidecar (bundled) which communicates directly with OPC DA servers via custom COM interfaces — no OPCDAAuto.dll required. Browse the server tree, select Variable tags, and data is

stored locally in SQLite for CSV/Excel export.

= Internal Bricdge

Packaging — Counters
ulation.1 @ localhost - 3 tags - 1000ms interval

00 External Bridge Filling — Process Values
5 @ Matrikon,
&) Settings i
> @ Matrikon.
pac
Utilities
> e Matrikon.(
utilit:
Custom license
ve2e - OPC Connect X >_ ® License loaded

OPC DA collector sessions polling real tags, with per-session point counts.

1 @ localhost - 6 tags - 1000ms interval

ulation.1 @ localhost - 2 tags - 2000ms interval

B666pts O 12:36:38PM

©333pts O 12:36:38PM

B112pts  © 12:36:38PM

O stop

O stop

O Stop

A collector session binds one endpoint to a set of tags and an update rate. Both protocols work the same way

from the operator's point of view:
1 Create a session and pick the endpoint.
2 Browse the server and select tags. Filter by name to cut a large tree down.

3 Set the rate — a subscription publishing interval for UA, a group update rate for DA.

4 Start the session.

Each running session shows its point count, update rate and connection state. Sessions survive restart: they

are stored in the database and resumed automatically (also in service mode).

5.2 Live values
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OPC Connect X

CONNECTOR - MIRAKI LABS

Overview

& Configuration

& Data Collector Connect to OPC DA servers, collect raw tag dat:

[~ Analytics
& Internal Bridge
00 External Bridge

& Settings

Custom license

ve2e - OPC ConnectX

Per-tag live values, quality and update counts straight off the wire.

Data Collector

B pAclient L Alarms & Events

OPC DA Client

@ Windows COM required

a, and export to CSV or Excel.

C

0OPC DA uses the opcda-bridge. exe sidecar (bundled) which communicates directly with OPC DA servers via custom COM interfaces — no OPCDAAuto.dll required. Browse the server tree, select Variable tags, and data s
stored locally in SQLite for CSV/Excel export.

Filling — Process Values

v @ Matrikon.OPCSimulation.1 @ localhost - 6 tags - 1000ms interval

£i114 alues

Data 4 Diagnostics
Tag/ ItemID From To
Filter by tag... mm/dd/yyyy —:-- - 5]
Showing 500 of 672 total rows
m Tag/ TtemID Value

- Random. Real8
- Bucket Brigade.Reals
- Random. Intd

- Triangle Waves.Real8

- Saw-toothed Waves.Reals

- Square Waves.Boclean

>_ e License loaded

7930.10894928

141.37167608034

18108

56.54566832136

87.96459516656

false

mm/dd/yyyy - -

=]

Limit

500 rows

Quality
Good
Good
Good
Good
Good

Good

v ® Live - updated 12:36:40 PM

Source Timestamp

7/20/2026,

7/20/2026,12:

7/20/2026,

7/20/2026,

7/20/2026,

7/20/2026,

39PM

, 12:36:39 PM

,12:36:39 PM

, 12:36:39 PM

B690pts ©12:36:42PM DO Stop % 10

Recorded Timestamp

7/20/2026,12:36:39 PM

7/20/2026,12:36:39 PM

7/20/2026,12:36:39 PM

7/20/2026,12:36:39 PM
7/20/2026,12:36:39 PM

7/20/2026,12:36:39 PM

Inside a session, each tag shows its current value, data type, OPC quality and how many updates it has
received. This view is the ground truth when someone asks whether a tag is actually moving — it is the raw

value as delivered by the server, before any transform.

Timestamps are normalised to UTC on the way in. Some DA servers send local time in a field defined as UTC;
the collector corrects for that so history does not end up stamped in the future.

5.3 Export

Session data exports to CSV or Excel for offline analysis or hand-off to another team. Historian exports
(chapter 8) cover longer ranges with downsampling.

5.4 Alarms & Events

Where the license includes it, Alarms & Events subscribes to an OPC AE server, records alarm and condition
transitions with their timestamps and severities, and lets an operator acknowledge active conditions from the
app. The record is stored alongside the historian data so an event can be lined up against the process values

around it.
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6. Bridges

Four bridge shapes exist. Choosing the right one is most of the work.

Shape Screen Typical use

UA - UA, same server OPC UA Internal Bridge Intercom / mirroring inside one UA
server

DA - DA, same server OPC DA Internal Bridge Classic intercom within one server

DA - DA, different servers External Bridge (DA) Move a value from PLC-A's server to

PLC-B's server

UA or DA - MQTT /REST External Bridge (UA/DA) North-bound to a broker, cloud or
REST API

6.1 Internal bridge (same server)

m OPC Connect X Internal Bridge
CONNECTOR - MIRAKI LABS
7 Overview
‘OPC DA Intercom )
Mirror tag values within a single OPC DA server (loopback router). For cross-server bridging use External Bridge — OPC DA.

% Configuration

& Data Collector

3 Plant Floor — Tag Router Running O stop Hide mappings /2 @

|~ Analytics Read via Matrikon.OPC.Simulation.1 @ localhost - 3 mappings - interval 500ms
Internal Bridge Written: 1203 Skipped: 0 Echo: 0  Failed: 0  Queued: 0 osrc o gt
00 External Bridge 3mappings + Add Mapping
. . Tag Source ItemID Target ItemID Live Value Scale  Offset  Deadband
% Settings
Line2_FlowRate Saw-toothed Waves.Reals Bucket Brigade.Reals 53.4071 1 0 0 7 @
Line2_HeadPressure  TTiangle Waves.Reals Bucket Brigade.Reald 179.0768 1 0 0 7 @

Line2_RunState Square Waves.Boolean Bucket Brigade.Boolean 1 1 2} 3 7 @

Custom license

vee - OPC Connect X >. ® License loaded e

DA Intercom — same-server tag routing with echo suppression, mappings expanded.

An internal bridge routes values between tags on one endpoint. Create the bridge, then add mappings: source
tag, target tag, and per-mapping options.

Per mapping you can set:

Deadband — only write when the value moved by more than a threshold, to keep a noisy analogue from
hammering the target.

* Echo suppression — see 6.4.

* Data-type handling — the engine checks the target's type and refuses a mapping that cannot be
represented, rather than writing a silently truncated value.

A mapping added to an already running bridge is not pushed into the live engine by creating it alone. Apply
the update to the running bridge (or restart it) for the new mapping to start moving data.
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6.2 External bridge, server to server

OPC Connect X External Bridge
CONNECTOR - MIRAKI LABS
PROTOCOL OPC UA OPCDA
» Overview
'OPC DA External Bridge o
. . Bridge tag values between two OPC DA servers. For bidirectional intercom create two bridges (A~B and B—A); echo suppression breaks write-back loops automatically.
% Configuration
& Data Collector
~ . g—
2 Plant Floor PLC — Plant Historian Gateway Runnin; g 0 stop Hdemappings /@

I Analytics Read via Matrikon.OPC.Simulation.1@ localhost - Write via Prosys.OPC.Simulation @ localhost - 1 mappings - interval 500ms
© Internal Bridge Written: 404 Skipped: 0 Echo: 0 Failed: 0 Queued: 0 o sic et
00 External Bridge 1 mapping
. § Tag Source ItemID Target ItemID Live Value Scale  Offset  Deadband
i} Settings

Line1_BatchCount  Saw-toothed Waves.Intd Static.PsIntegerl 333315 1 [} o 7 ®

ve2e - OPC Connect X >. ® License loaded

Cross-server DA bridge running live between two different OPC DA servers.

A cross-server DA bridge copies a tag from a source server onto a tag on a different target server. Per bridge
you configure:

* Source endpoint and target endpoint.

* A poll rate for the source.

* One or more tag pairs, each optionally with a scale and offset transform (out = in x scale + offset),
S0 engineering units can be converted in flight.

* An optional label per mapping for readability in the monitor.

The monitor view shows live counters per bridge: Written, Skipped, Queued, Failed, and Echo — enough to
tell "nothing is moving" apart from "everything is moving and being rejected at the target".

6.3 External bridge to MQTT / REST

The same source side, a different target: values are published to an MQTT broker (topic, QoS, credentials,
optional TLS) or POSTed to a REST endpoint (URL, headers, auth).

Because IT links drop more often than plant links, this path has store-and-forward: when the target is
unreachable, values are queued to disk and drained in order once the connection returns, instead of being lost.
The queued counter on the monitor shows the backlog.

6.4 Echo suppression

Two bridges pointing at each other (A - B and B — A) would otherwise loop forever: the value written to B
comes back as a change on B and is written to A, and so on. An echo tracker remembers what the engine
itself just wrote and suppresses the reflection. The Echo counter on the monitor tells you how many
write-backs were recognised and dropped.

Turn echo suppression on for any bidirectional mesh. Leave it on even for one-way bridges where the target is
also collected — it costs nothing and prevents a surprise the day someone adds the reverse direction.
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6.5 Failover

A bridge can be given a primary and a secondary source. The engine runs a small state machine: primary
active, primary failed, secondary active, and a periodic recovery test that promotes the primary back once it
proves healthy again. The current state is visible on the bridge, so an operator can see that a bridge is running
on its backup rather than merely "running".

6.6 Derived tags

Derived Tags (UA and DA each have their own screen) compute new values from existing ones with a formula
— arithmetic, comparisons and functions over other tags. A derived tag behaves like any other tag
downstream: it can be historised, trended, bridged or published. Typical uses are unit conversion, simple
totalisers, and combining several raw signals into one health value.
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7. Historian

OPC Connect X Analytics

CONNECTOR - MIRAKI LABS
PROTOCOL OPC UA OPCDA

2 Overview © Historian |~ Live Trends

& Configuration Historian

Watch tags update live, or explore stored history over any window up to a year.
& Data Collector

b Analytics OPC DA Session (3) © Refresh Alve  Q Explore
Filling — Process Values v

) Internal Bridge o B 15m | 1h

Tags1/6 Top12 Clear
00 External Bridge

iy Settings ® Saw-toothed Waves.Reald 20

O Random.Reals
(O Triangle Waves.Real8
(0 Square Waves.Boolean
O Random.Intd

(O Bucket Brigade.Real8

Custom license

ve2e - OPC ConnectX >_ e License loaded

Historian — query and export recorded tag history, downsampled on demand.

126points  across 1series  last query - 12:36:49 PM

Limit = 2000 D Live & csv

12:35:11PM 12:35:44 PM

-0~ Saw-toothed Waves.Real8

The Historian is the local time-series store for collected and bridged values.

Querying. Pick a session or tag set, choose a time range, and read the values back. Long ranges are
downsampled on demand — the query returns a representative series rather than trying to render millions of

raw points.

Aggregation. Values can be returned aggregated over an interval (for example averages per minute) instead
of raw samples, which is what you want for reports and for charting a week of data.

Export. Any query result exports to CSV.

Storage. By default history lives in the embedded SQLite database in the data directory — no server to install.
Where a site already runs InfluxDB 1.8, it can be enabled in Settings as the primary time-series store instead,;

the app ships the pieces needed to run it locally.

Retention. History grows with tag count and rate. Plan disk accordingly, and keep the data directory on a drive
with room — a few hundred tags at one-second rates is gigabytes per month.
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8. Live Trends

OPC Connect X Analytics

CONNECTOR - MIRAKI LABS
PROTOCOL OPC UA OPCDA

» Overview © Historian | Live Trends

& Configuration .
Live Trends Sm  15m b @0 Pause
Real-time bridge mapping values streamed from UA & DA event bus. Pin tags from the left; chart updates live until paused.

& Data Collector

Available mappings (4 @ Clearpins @ lastim 1pinned 118 samples inwindow

[~ Analytics

. 200
Internal Bridge
25.13:
00 External Bridge )
Line2_HeadPressure
& Settings 150
100

12:3712PM 12:37:47PM 12:3722PM 12:37:26PM 12:3731PM 12:37:35 PM 12:37:40PM 12:37:44PM 12:37:49PM 12:3754 PM 12137158 P 12:3803 PM  12:38:08 PM
Line2_FlowRate
Custom license o hnesd

ve2e - OPC ConnectX >_ ® License loaded

Live trends — streaming values from running bridge mappings.

Trends charts values as they arrive. Pin tags to a chart, use multiple Y-axes for signals with different ranges,
and switch between live streaming and historical playback of a past window. It is the screen to keep open
during commissioning: you can watch a source and its bridged target on one chart and see the transfer
happen, including the delay introduced by the poll rate.
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9. Security

OPC Connect X Settings
CONNECTOR - MIRAKI LABS
% License &General  © certificates @ Security (ACL) U Diagnostics
»  Overview ACL Rules Audit Log Stats
& Configuration
Access Control Rules Add Rule
& Data Collector
[~ Analytics

&) EnElEiEE No ACL rules configured — all access is allowed by default

1

&

External Bridge

Test ACL Check

Username Node ID

Operation

read v =

Custom license

ve2e - OPC ConnectX >_ ® License loaded

Tag-level access control — allow/deny rules enforced in the backend.

The Security screen holds an access-control list at tag level: allow or deny rules that decide which tags may
be read and, more importantly, which may be written.

Two properties matter:

* Rules are enforced in the backend engine. A denied write is refused where the write happens, not by
disabling a button — so it also holds in service mode, where there is no Ul at all.

* Denial is explicit and logged, so a blocked write shows up in the audit log rather than vanishing.

Use deny rules on anything that must never be written from this connector — setpoints, mode words, interlock
bits — even if no current mapping targets them. It costs nothing today and stops tomorrow's mistake.

All meaningful actions are written to the structured audit log in the logs directory.
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10. Settings

OPC Connect X Settings
CONNECTOR - MIRAKI LABS
& License & General © certificates @ security (ACL) r Diagnostics
& Overview Timeouts & Reconnect Network Storage Servicelogs License About & Updates

& Configuration

Dynamic. Saved values apply immediately to every new connection, read, write, and reconnect attempt — no app restart required. In-flight calls keep their original timeout.

& Data Collector

12 Analytics First Connection

Cold-start handshake budget (shared UA + DA).
& Internal Bridge

Connection handshake
o

&

External Bridge Initial OPC UA secure-channel + session create, 5 min default — give slow
ABB/Honeywell servers slack.

OPCUA
Per-request, write, and session lifetime for UA endpoints.

UA per-request
Single read / write / browse call. Raise for slow vendor servers (default 30 <)

UA write call
Single bridge write before falling back to store-and-forward outbox.

UA session lifetime
Requested session lifetime, Server may revise down.

Custom license

ve2e - OPC ConnectX >_ e License loaded

Settings — timeouts, storage, service logs and licensing.

10800

OPCDA

Sidecar RPC budgsts for DCOM-based servers (ABB, Honeywell, Matrikon, Kepware),

DA sidecar Connect
Hard ceiling for DCOM activation in the sidecar (fix indefinite block on remote
DCOM).

DA write call
Sidecar Write RPC budget. 10 s default absorbs typical DCOM retries.

DA read call
Sidecar Read RPC budgst.

DA browse Connect
Connect ceiling when browsing/previewing tags in the New Session dialog. 1205
default — raise for slow remote DCOM.

DA browse fetch
Ceiling for the actual browse/fetch of a branch AFTER connect. 15 min default —
slow ABB servers enumerating a large branch may need more (max 2 h).

Reconnect Backoff

Exponential backoff envelope used by every collector + bridge.

Reconnect initial wait

First backoff after a failed reconnect attempt. Doubles after each failure.

10

10

License File / License Status. Importalicense. lic, and read back tier, license ID, expiry, days remaining
and the exact feature set granted. Your Machine ID is shown here — it is what a license is bound to. See the

License Guide.

Bridge Pipeline Settings. Engine-level behaviour, including auto-start saved bridges on launch. Turn

auto-start off on a commissioning machine where you want to decide manually what runs; leave it on for any

production installation, and always for service mode.

Time-Series Storage. Choose the store: the embedded database, or InfluxDB 1.8 with host, port and optional

credentials.

Plant network adapter. On a machine with several NICs — one on the plant network, one on the office LAN
— pin the adapter used for OPC traffic so connections do not take the wrong route.

Service Logs. A live view of the application log with a level filter (DEBUG / INFO / WARN / ERROR). This is
the first place to look when something failed while nobody was watching; the same content is on disk as JSON.

About. Installed version and build information — quote this in support requests.
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11. Running as a Windows Service

For unattended operation, the same executable runs headless as a Windows service. In service mode there is
no window: the engine loads the configuration, resumes every saved bridge and collector from the database,

and logs to the usual folder.

Run PowerShell as Administrator:

SC.
SC.
SC.
SC.

exe
exe
exe
exe

create "OPCConnect X' bi nPat h= "C:.\ OPCConnect X\ OPCConnect X. exe service"
start OPCConnect X

st op OPCConnect X

del et e OPCConnect X

Three things to get right:

1

3

Di spl ayNanme= "OPC Connect X Br

Service account. OPC DA over DCOM authenticates as the account the service runs under. Local Syst em
is usually refused by a remote DA server. Give the service a domain or local account that the DA machine
accepts — the same account you would log in with to test the connection by hand.

License. The license file is read from the data directory. Confirm the service account can read
YAPPDATA% OPCConnect X\ — its %APPDATA%IS Not your %APPDATA%

Auto-start. Leave "auto-start saved bridges" enabled, or the service will start and do nothing.

Configure and test everything in the GUI first, then stop the GUI and start the service. Running both against the
same data directory at once is not a supported configuration.

OPC Connect X - User Manual - v1.8.0
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12. Diagnostics and troubleshooting

OPC Connect X Settings

CONNECTOR - MIRAKI LABS

& License & General © certificates @ security (ACL)

7 Overview

TARGET HOST RVESVUUVS

scalhost

& Configuration Host /18

localhost
& Data Collector
Username

[~ Analytics
Password
& Internal Bridge

External Bridge

ProgID

Matrikon.OPC.Simulation.1
OPC UA
Endpoint URL

STEP BADGES
NET ICMP/DNS
PORT  TCP port checks

DA OPCDA/DCOM

get: localhost

D> Run Diagnostics

>_ e License loaded

Custom license

ve2e - OPC Connect X

Qs Diagnostics

9 History

A 0 failed, 1 warnings — 9/10 steps passed

= Network &

© wer

@ OPCDA @

Network Ping
ICMP reachability check

DNS Resolution
Hostname — IP lookup

NET

TCP Port 135
DCOM Endpoint Mapper

NET

o TCP Port 4840
Default OPC UA port (4840)

OPC DA Bridge
opeda-bridge.exe sidecar availability

DA

OPC DA Bridge Build
sidecar build stamp + COM apartment (STA/MTA)

PORT

OPC Core Components
shared OPC DA COM marshalers registered

PORT

Built-in DCOM/OPC diagnostics — step-by-step probe of a real server.

The Diagnostics screen probes a real server step by step — resolve the host, enumerate servers, activate the
COM object, add a group, read a tag — and reports which step failed and with what code. For Classic OPC,
that is far more useful than a generic "connection failed", because the failing step points straight at the cause:
name resolution, DCOM permissions, bitness, or the server itself.

Diagnostics also exposes per-tag quality and staleness and reconnect counters, so a link that works but keeps

flapping is visible as such.

12.1 Common problems

Symptom Where to look

Blank/white window on launch

No DA servers found at all

installed

Remote DA fails, local works
DA works in GUI, fails as a service

UA connects with None but not with
Si gn

Bridge running, target never updates

A new mapping does nothing

Everything blocked after a date
change

OPC Connect X - User Manual - v1.8.0

WebView2 Runtime missing

opcda- bri dge. exe missing from the app folder, or .NET Framework 4.8 not

DCOM permissions / firewall on the remote host; run Diagnostics against it
Service account not accepted by the DA server — see chapter 11

Client certificate not yet trusted on the server

Check Skipped/Failed counters; then check Security deny rules and the target
tag's data type

Bridge is running with the old mapping set — apply the update or restart it

Clock guard: the system clock moved backwards — see the License Guide
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12.2 Logs
Structured JSON logs, one file per day:

Y%APPDATA% OPCConnect X\ | ogs\ opcconnect x- <YYYY- Mt DD>. j son. | og

They cover both GUI and service mode and are the right attachment for a support request. Raise the console
level to DEBUG in Settings while reproducing a problem, then set it back.
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13. Files, backup and upgrade

Everything the application owns lives in one directory:

Path Contents

%APPDATA% OPCConnect X\ confi g. Endpoints and bridge configuration (sensitive fields encrypted)
j son

YAPPDATA% OPCConnect X\ bri dge_  SQLite: mappings, sessions, historian, logs
data. db

Y%APPDATA% OPCConnect X\ | i cense License
lic

Y%APPDATA% OPCConnect X\ f eat ur e Cached feature flags
S.json

YAPPDATA% OPCConnect X\ | ogs\ Daily JSON logs

Backup = stop the app or service, copy that folder. Restore = put it back on a machine with a valid license for
that machine.

Upgrade: install the new version over the old one; the database schema is migrated on first start. The installer
package supports in-place update. Take a copy of the data directory before a major upgrade — it is the only
irreplaceable part.
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14. Support

Sales and licensing: sales@miraki.in

Include: installed version (Settings — About), your | i cense_i d, the log file covering the problem, and what
you expected to happen.

Companion documents: Quick Start Guide, License Guide, Release Notes.
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